PaGouas nporpaMmma IuCHUIIMHBI (MOILYJIs1)

b1.B.03 KommuiekcHas 3ammuTa 00beKTOB HH()OPMATH3AINH
HarpasieHue noarotoku: 10.03.01 Madopmarnmonnas 6€30macHOCTb

HaITpaBJICHHOCTL!: besomacHocTh KOMIIBIOTEPHBIX CUCTEM

PIIJ] ananTupoBaHa aJist JTUI] C OTPAHMYECHHBIMA BO3MOKHOCTSIMU 3JI0POBBSI 1 HHBAJIUIOB

Matikon, 2021



@akynbTET MATEMAaTUKU U KOMIIBIOTEPHBIX HAyK

Kadenpa npukianHoit MaTeMaTHKH, HHPOPMALIMOHHBIX TEXHOJIOTHHA U MH(OPMAIIMOHHON 0€30IacHOCTH

o

CocraButens (pa3paboTduk) : K.Qpus-mat, Anmnes M B ==

PaccmoTtpena u onoOpena Ha 3acenanuu kadpeapst [IMUTulb ot «19» mapra 2021 r., npotokos Ne 8

3aBenyrommii kadeapoii: k.pus-mar, Amues MB .~

CornacoBaHo:

[Ipencenatens YMK daxynbprera: moneHT kadeapbl NpPUKIaTHOW MaTeMaTHKH, HH()OPMAIIMOHHBIX
TEXHOJIOTHI ¥ MHPOPMAIIMOHHON O€30MacCHOCTH, KaHIUAAT rnea. Hayk, goueHt [II.T.MepeTrykos



Copnep:xanue

TIOSCHUTEIIBHAS BAIIHMICKA. ... .vvvveeeeeeeeeeieurrereeeeeeeeeaeinsseseseseesessassssssssseseesessissssseseseesemsossssssseseseesomsesssssseseesenns 4
1 [enn v 321291 JTUCTHTITIHBL (MOJTYJTIS) . .evveeeeauerrreessurreeessnseeessnnsseeessnssseesssnnseeessnsseeessnsseessnssseessns 4
2. O0BbeM AUCIUTIIMHBI (MOIYJIS) TIO BUAAM YUCOHOM PAOOTEL ... eeevvieeeieeeiieeeireenireenaeeensreeensseeennseesnnnes 6
3. CoztepKaHUE TUCIIUTUTHHBL (MOJTYIIN) cuvveeeurreerutreerureesuteesiseessuseesnuseesseeesseeessseeessseeesnseeensseesnnseesnsseesnees 7
4. CaMOCTOSITEITBHASI PAOOTA OOYUAFOIIIHIXCS «..vveenvvreennreeenreeenreeessseeensseesssseesnssessseeessseessssesssssessnsseesssseesnns 8
5. YueOHO-MeTOANYECKOE 00SCTICYEHUE UCITUTITIHBL (MOTYTISN) .eeevvreerereeennrreennreeeneneeeeseeensneeensseesneeens 10
6. OOPA3OBATEITHHBIC TEXHOIIOTHH ... ..eeueveeueeeureenseansreeseessseeseesnsesseessseesseesssessesssseenseesssesnseessseenseesssesnses 11
7. MeToauyeckue peKOMEHIAIUY 110 JUCHUTITHHE (MOIIYITEO) ...vveeeeeurrreessnrreeesnureeeessnneeeessnsseeessnseeessns 11
8. O6ecneyeHne oOpa30BaTEIHLHOTO MPOIIECcca IS JIUI] C OTPAHMYCHHBIMUA BO3MOKHOCTSIMU 3/I0POBBS U
HTHBAIIHIZIOB. .......uuvvvrreeeeeeeeeeeiussreeeseeeesaaissssseseseeeessassssssseseseessesssssseseseesamsasssssseseeeeesassssssssseseesemnssrsssseseeeenns 11
9. MarepuanbHO-TEXHUUECKOE 00ECTICUCHUE TUCTTATITAHBI (MOJLYIIS) . euuvveeenvreennereensreeennreeennreeensseesnnneens 12
10. JIMCT PETHUCTPALIIHI MBMEHEHHIM ......eeietieiiiieiiteeeiteeeitee ettt eeit e e et e e sbeeesabteesabeeesaseessabeesnseesnsbeessaeens 14



ITosicHuTEILHASA 3aIHMCKA

Pabouast mporpamMma IUCHIMIUIMHBI COCTaBJIEHA B cOOTBeTCcTBHH ¢ TpeboBanusiMu GI'OC BO no
HampasiieHuto nmoarotoBku (cnenuansHoctu) 10.03.01 "Uudopmarmonnas 6e30nacHOCTs"

PIT npexacrasisier cOO0H COBOKYIHOCTh AUJAKTHUECKUX MAaTEPHAIOB, HAIIPABICHHBIX HA PEATU3ALIHI0
COZIepIKaTEIbHBIX, METOINYECKUX M OPTaHU3AMOHHBIX YCIOBUH MOJATOTOBKH 10 HAIIPABICHHIO
noarotoBku (cnienuansaoctu) 10.03.01 "Mudpopmarrionnas 6e30nacHOCTb.

JMcuumuiiHa OTHOCUTCS K 4acTH, GopMupyemMoi ydacTHUKaMH 00pa3oBaTeIbHBIX OTHOLICHUN OJIOKa

1 B cTpykType 00pa3oBaTeIbHON MPOTPaMMBI.

TpynoeMkocTh TUCHUIUIUHEL: 4 3.€./ 144 u.;

KOHTaKTHas pabdota: 64,3 4.,

3aHITH JIEKIIMOHHOIO TUIIa — 32 4.,

3aHATHS ceMuHapckoro tumna (Jlaboparopasie padoTsl) — 32 4.,
WHas KOHTakTHas padora — 0,3 4.,

CP-4414.,

KOHTpOJIb —35,7 4.

Kitouessie crioBa: Cgoticmea ungopmayuu, ob6vexm 3aujumsl, NPUHYUNBL OPSAHU3AYUU, KOMNIEKCHASL
3awuma, UCMOYHUKU Yepo3, Oecmadunusupylowee 6030elicmeue, MOOeiu HApywumens, aHaius
puckos, ynxyuu pykosooumernetl, nepconana u Cneyuanrbuvlx KOMUCCUll, KAOpogoe obecneyeHue,
MAMepuaibHO-mMexHuYecKoe, HOPMAMUBHO-NPAso8oe  obecneyeHue, OCHOGHbIE — NPUHYUNDL
opeanuzayu.

CocraButenb: Kaui. pu3-mar. HayK, nou. Anves M.B.

1. Hesu u 3apa4m JUCHUILTHAHBI (MOTYJIA)

Ta6muma 1. [lepedeHp TIaHUPYEMBIX pe3yIbTaTOB OOYYCHHS IO JAUCIHUIUIMHE (MOIYJII0), COOTHECEHHBIX C

WHIUKATOpaMH JOCTHXKEHUSI KOMIIETEHITUI

Komnerenmus HanmenoBanue komnereHuuu | IlmaHupyembie pe3yabTarhl MO
JUCITUTLINHE
IK-1 Cnocoben K | 3HaeT:
AIMHUHHCTPUPOBAHUIO - apXUTEKTypy H TPHHIIMIIBI
MOJICUCTEM 3alIUTHI | IOCTPOCHHS]  OINEPaIlMOHHBIX
uH(OpPMAIIUK B ONEPALMOHHBIX | CHCTEM;
cUCTeMax - apXUTEeKTypy HOJCHUCTEM
3aILUTHI uHpOopMaIun B
OTIEpPAI[MOHHBIX CUCTEMAX;
- TIPUHITUITBI
(GYHKIIMOHUPOBAHUSI  CPENICTB
3aILUTHI uHpOopMaIun B
ONEpAlMOHHBIX CHCTEMaX, B
TOM 4YHCJI€ HCIOJb3YIOIIHNX
Kpunrorpaduieckue

AITOPUTMBI;
- IpOrpaMMHO-anmnapaTHbie
CpPEICTBA W METOJbl 3alllUThI
uH(pOpMallU B ONEPALMOHHBIX
CUCTEMAX;

- IPUHLUIIBI pabOTHI U MpaBUiIa
JKCIUTyaTalldd  IPOTrpamMMHO-
amnmnapaTHbhIX CPEACTB 3allMThI




uHpopmaruu

Ymeer:

- (opmynupoBaTh MOJUTUKU
0€30MacHOCTH  OTEePaIMOHHBIX
CHCTEM;

- OLICHUBATb yTPO3BI
Oe3omacHOCTH  WH(pOpMaLUU
OTIEPAIIIOHHBIX CHCTEM;

- BBIOMpaTh PEXUMBI PAOOTHI
IPOTPaMMHO-ANIapaTHBIX
CPEACTB 3alUTHl WHPOpPMALUU
B OIIEPAIIMOHHBIX CUCTEMAX;

- TpPOBOAMTH  MOHHUTOPHUHT
(GyHKIIMOHUPOBAHUS
IPOTpaMMHO-aNapaTHBIX
CpPEe/CTB 3aIUTHl MH(pOpManuu
B OIIEPALIMOHHBIX CHCTEMaX;

- POU3BOANTH aHAIN3
3P PEKTUBHOCTH MPOTrPaMMHO-
anmapaTHBIX CPEICTB 3allUTHI
UH(POpPMALIUU B ONEPALMOHHBIX
cucTeMax

Bunaneer:

- HaBBIKaMH
a/IMUHUCTPUPOBAHHUS
aBTOMATU3UPOBAHHBIX
TEXHUYECKUE cpexacTsa
yOpaBlIeHUS W KOHTPOISA
uHpopManun U

MH(OPMaLIMOHHBIX TOTOKOB;

- HaBBIKAMH  CHCTEMHOTO
aJIMUHHCTPUPOBAHUS B
OTIePAITMOHHBIX CUCTEMax
Windows Server u Linux Red
Hat Enterprise Linux;

- HaBBIKAMH HAaCTPOUKHU
OTIEPAIIMOHHBIX  CHCTEM  JIS
paboThl B 3aIUIEHHOM

peXHME.
I1K-3 Crocoben K | 3HaeT:
aIMUHHCTPUPOBAHUIO CPEIACTB | -  ApPXUTEKTYpPy  IOJCUCTEM
3aIUTEI uH(pOpMAIUH | 3aIIUTHI nHpopmaruu B

OPHUKIAHOTO ¥ CHCTEMHOTO
MIPOTrpaMMHOTO o0ecTieueHuUs

OTIEpALIMOHHBIX CHCTEMaX;
- TPUHOUOBI  MOCTPOCHUS
CHCTEeM yrpaBiieHHs 0azamu
JIAHHBIX;

- OCHOBHBIE CpeicTBa U

METO/IBI aHanusa
IIPOrPaMMHBIX pEAIU3aLUN;

- HUCTOYHUKH yrpos
UH(POPMALIMOHHOM

0€30MacHOCTH IPOrPaAMMHOTO
o0ecrieyeHUss U Mepbl IO HX
IPEIOTBPALICHUIO;




- YS3BUMOCTH HCIIOJIb3YEMOTO
MPOrPaMMHOTO OOECTIeUeHUS |
METO/bI HX SKCILTyaTalliH;

- CpeAcTBa M METOABI
oOHapyKXeHUs paHee
HEM3BECTHOTO  BPEIOHOCHOTO
MIPOTrPaMMHOTO 00€CTICUCHHST;
-TIIPUHIIMIIBI
(GYyHKIIMOHUPOBAHUS
POTPaMMHBIX CpeAcTB
KpUNTOrpaguueckon  3amuThl
uHpopManuu

Ywmeer:

-aHaJIU3UPOBATh YI'pO3bL
O6e3omacHOCTH  WH(pOpMAIUU
MPOrPaMMHOTO 00ECTICUeHUSI;

-bopMyIupoBaTh rpaBuia
6e30macHoi HKCILTyaTallH
MIPOTrPaMMHOTO 00€CTICUCHHST;
-000CHOBBIBATH npaBuia
0e301acHOM SKCIUTyaTaIluu
POTPaMMHOTO 0OecrieueHus;
-aHaJIM3UPOBATh
(yHKIHOHUPOBAaHUE
MIPOTPaAaMMHOTO OOECTICUCHHS C
LEJBIO OTIpeieIeHUs
BO3MOXHOTO BPEIIOHOCHOTO
BO3JICUCTBUS,

-OCYILECTBIIATh  MEPOIPHUITHS
10 NPOTUBOACUCTBUIO yTpO3aM
Oe3omacHOCTH  WH(OPMAIIHH,

BO3HUKAKOIIUM HpI/I
AKCIUTyaTalldd MPOTPaMMHOTO
obecrieyeHus

Bnaneer:

- HaBBIKAMU JUATHOCTHKU H
yCTpaHEHUs] HEUCIPABHOCTEH B

pabote MH(POPMALIMOHHBIX
CHCTEM U CETEM;

- HABBIKAMU BEISIBJICHHUS
YA3BUMOCTEHN B
UH(OPMAIIMOHHBIX  CHCTEMaX
u/unm 3JEMEHTaX
UH(POPMALIMOHHOM
UH(PPaCTPYKTYypHI;

- HaBbIKaMH BBISIBJICHUA
MIOTOKOB TIepelayd JaHHBIX W
BO3MOJXHBIX KaHaJIOB YTCYKU
nHpopmaruu

2. O0beM AUCHUNJIMHBI (MOAYJIs1) O BUAAM YueOHOM padoThl

Tabmuma 2. O0beM TUCIHUIUIMHBI (MOTYJIsI) 00IIIast TPYA0EMKOCTh: 3 3.€.




Bcero Pacnipenenenue
Byl yue6HO# paboThI 4acoB 10 CEMECTpaM B Hacax
VIII
OO1m1ast TpPyA0EMKOCTh IUCIUITUHBI 144 144
KonrakTtHas pabora: 64,3 64,3
Jlexuu(JI) 32 32
[Ipaktuueckue 3anstus (113)
JlaGopaTtopusie padoTs (JIP) 32 32
WNHuas konTakTHas pabora 0,3 0,3
KoHTpoJib caMOoCTOSITENHHOM pabOThHI 35,7 35,7
(KCP)
CamocrostensHas padora (CP) 44 44
Kypcosas pabota (poexr)
Bua npomexyTO4HOTr0 KOHTPOJIS DK3aMeH | DK3aMmeH

3. Conep:kanue TUCHUNIUHBI (MOTYJISA)

Ta6muma 3. Pactipenenenne 4acoB Mo TeMaM U BHAaM Y4eOHOU paObOoThI

Howmep
pasnena

HaumenoBanue pasnenos

Y T€M JUCLUIUIUHBI (MOIYJIs1)

O0beM B yacax

Bcero

JIP

CP

U UHas
pabora

CgoiicTBa nHpOpMaLINU KaK
00BEKTA 3aIUTHI

17

OcCHOBHBIE IPUHIIATIBL
OpraHu3anuy KOMIUIEKCHON
3aIlUTEl 00BEKTA.

17

Hctounuku yrpos u
JECTaOUITH3UPYIOLIETO
BO3JICUCTBHS HA HH(HOPMAITHIO.

17

Monenu HapyIuTeNs U aHAIIN3
PHUCKOB.

17

OcHoBHBIE HYyHKIIUH
PYKOBOJMTENEH, IEPCOHANIA U
CrenyanbHbIX KOMUCCHH IO
KOMIUICKCHOM 3alUTe 00bhEKTA.

17

Kanposoe obecnieuenue

KOMIIJIEKCHOM 3aIIUTHI OOLEKTA.

17

MarepualibHO-TEXHUYECKOE U
HOPMAaTUBHO-TIPABOBOE
obecneyeHre KOMIIJIEKCHOM
3aIlUTH OOBEKTA.

17

OcCHOBHBIE IPUHIINTIBI
OpraHu3aIu KOMIUIEKCHOU
3aIUTH OOBEKTA.

25

7,7

9.3

Hroro

144

32

32

35,7

443




4. CamocTosiTesibHasi padoTa 00y4arommuxcst
Ta6mmma 4. ConepkaHue caMOCTOSITENHFHON pabOThl 00YUIAIOITUXCS

No Buna camocTositenpbHOM pabOThI Pa3nensl i TeMEI dopma OTYETHOCTH
/1 paboueii TporpaMMsI
1 3akpenyeHue OTAeIbHbIX TEM. CobecenoBanusl 110
WHVBHTyaIbHBIM
3aganusaM . Tect.
2 [ToaroroBka K 1a00paTOpPHBIM 1-8 [IncbmMeHHBI OTYET .
paboTam o MaTepuaiam
JICKLUH.
3 | PaGora c KOHTPOJIBEHBIMU KonTtponbHas pabora.

BOIIpOCaMu K TEMaM.

4.1. Tembl KypcOBBIX paboT (IPOEKTOB)
KypcoBsie paboThl B yueOHOM IIJ1aHE HE TIPETYCMOTPEHBI.

4.2. [lepeveHb yueOHO-METOUYECKOTO 00ECTICUCHHUSI 1T CAMOCTOSITEIbHON PaboThl 00yJarOIIMXCs
CaMocTosTenbHast pa60Ta CTYACHTOB OCYIICCTBIIACTCA C UCIIOJIB30BAHUCM!

1. bubmuoreunoro ¢onnma AI'Y.

2. Marepuanos caiita AI'Y (www.adygnet.ru), Ha KOTOpOM pa3MelIeHbl paboyas Imporpamma
JMCLUUIUIAHBL, ()OH/IBI OLIEHOYHBIX CPEACTB.

3. Odunnansusix caiitoB ®CTIK , Koncynprantllmoc , ['apanT.

IlepeyeHb cOBpeMEeHHBIX MPO(PeCcCHOHATIBLHBIX 023 TAHHBIX U MH(POPMAIIMOHHBIX CIIPABOYHBIX
cucTem
1. DuekTpoHHBIE pecypchbl HA OCHOBE JIMIEH3HOHHBIX 10roBopoB ®I'BOY BO «AI'Y»
IBC «YHuBepcurTerckasi 60ndaMoTeKa oHJIaiiH» www.biblioclub.ru

Pecypc conepxut yueOHUKH, yaeOHbBIe TOCOOUS, MOHOTpaduu, MepUOAUIECKUE U3AAHUS, CIIPABOYHHKH,
CJIOBapH, SHIMKJIoNeaun. B HacTosmee Bpems Bkitodaet 6osee 130 Thic. HamMeHOBaHUA. Pexum mocryma:
JUTsl 3apETUCTPUPOBAHHBIX MOJIH30BATENCH.

IBC AT'Y Ha iatdopme arnmnapaTHoO-IIPOrpaMMHOIO KOMILIIEKCa 000 KAy
http://adygnet.bibliotech.ru Pecypc conepxut sneKkTpoHHbIE aHalOrM TPYAOB mpenofaBaTeneit Al'Y.
ObecnieunBaeT AOCTYI K HEOOXOAMMBIM JJIsi 00pa30BaTENIbHOTO Mpoliecca 3AaHusaM. Pexxum nocryna: ams
3aperucTPUPOBAHHBIX MOJIb30BATENIEH.

9IBC «lO0paiiT» www.biblio-online.ru 06pa3oBaTeNbHBIA peCcypc, MEKTPOHHAS OMOIMOTEKa M MHTEPHET-
Mara3vH, rj€ 4YuTaroT W IMOKYHAKT JJICKTPOHHBIC W IICHATHBLIC yqe6HI/IKI/I aBTOPOB —Hpenoz[aBaTenef/'I
BEAYIINX YHUBEPCUTETOB IS BCEX YpPOBHEU MPOPECCHOHATHLHOTO O0pa30BaHUs, a TaKXKe IOJB3YIOTCS
BUJECO- U ayJuOMaTepuallaMu, TECTUPOBAHUEM M CEpBHCAaMU [JJIs Ipernojasareneil. Pexum nocrymna: mms
3apeTUCTPUPOBAHHBIX MOJIH30BATEICH.

9BC «Jlanb» www.e.lanbook.com Poccuiickuii pa3pabOTYMK ¥ TOCTaBIIMK COBPEMEHHBIX
obpazoBarenbHbIX IT-pemennii, hnarMmanckuii mpoaykT «JIlaHu» — cOOCTBEHHAs ANEKTPOHHO-ONOIHOTEUHAS
cuctema (ObC), mpenocraistomas 00pa30BaTeIbHBIM OPraHU3ALUSIM JOCTYI K 3JEKTPOHHBIM BEPCHUSM
KHUAT BEAYIIMX HW3JaTelIbCTB Y4eOHOW, HayyHOH, Mpo(ecCHOHATBLHOW IUTEepaTypbl W TEPHOAUKH TIO0
Pa3IMYHbBIM HaNpaBICHUSIM MMOATOTOBKH. PexxuM focTyma: Ui 3aperucTpupOBaHHBIX MOJIb30BaTENIEH.

®I'BY «Poccmiickasi rocynapcrBeHHasi 0udaumorexa» http://dvs.rsl.ru CoctaB monomaHseTcss 00beMoM
JUICCepPTAINi 10 BCEM CIEUATBHOCTSAM (KpOME METUIIMHBI U ¢apMainuu), 4To cocraBisieT okono 30000
auccepTamnuii B Tol. JIocTym K MOJIHBIM TEKCTaM JTUCCEPTAIlUiA TOJIBKO B OTIENE AICKTPOHHBIX MTyOJIMKAITUN
Hb AT'Y. Pexum noctyna: Ji 3aperucTpUpOBaHHBIX I10JIb30BATENIEH.

000 «Hayunasi jiekTpoHHasi oubauorexa» (HIb) www.elibrary.ru Poccuiickuii mHpOpMaAIIIOHHO-
AHAJIMTUYCCKHH TTOpTal B 00JIaCTH HAYKH, TEXHOJOTUU U 00pa30BaHMA, B TOM YHCIIE JIEKTPOHHbBIE BEPCHU

8




6omee 3900 poccHiiCKUX HayYHO-TEXHUYECKUX JKYPHAJIOB, U3 KOTOPhIX Oosiee 2800 )KypHAIOB B OTKPHITOM
noctyne. HOb eLIBRARY cogepxur miatdopmy Poccuiickuii naaekc Haydnoro nutupoBanust (PUHLI).
Pexxum noctymna: i 3aperucTpupoBaHHBIX MOJIb30BaTENEH.

Hexommepueckoe MapTHEPCTBO «AccouuMpoOBaHHbIE peruoHajbHbIE Ond/IMoTEeYHbIE
koHcopuuymbl» (APBHUKOH) http://arbicon.ru/services/ 3T0  KpynHelnas MeEKBEJOMCTBEHHAs
MeXperruoHaiabHas OuOIMOTEYHAsi CeTh CTpaHbl, pacrojaralouiass COBOKYIMHBIM HH(QOPMAIMOHHBIM
pecypcoM, KOTOPEI JaeT BO3MOKHOCTh HaiiTh Oosnee S0 MUJUIMOHOB JOKYMEHTOB B 57 perHOHAX CTPaHBI U
YTOYHHTH, B POHIAX KAKUX OMOIMOTEK MX MOXKHO MOJTYUUTh.

Hexommepueckoe naptHepcTBO «HanmoHaabHbIA 3JIeKTPOHHO-MHPOPMAIMOHHBIA KOHCOPIHYM»
(HOUKOH) www.neicon.ru o0beIuHAET BO3MOXKHOCTH POCCUHCKUX OMOIMOTEK M HAYYHBIX OpraHU3aLuil
IJIT KOPIIOPAaTUBHOTO JIOCTyNa K JJIEKTPOHHBIM 0a3aM JaHHBIX HAy4YHBIX IEPUOIUYECKUX HW3IaHUH,
IpeJUIaraeéMbIX POCCUHCKUMH U 3apyOEKHBIMU M3/1aTEILCTBAMH U MHPOPMALIMOHHBIMU areéHTCTBAMHU.

000 «®Pakrtop Ilmoc» (CIHC «Koncyabtant Ilmroc») www.consultant.ru — 3TO COBpEeMEHHas
CIIpaBOYHAsl CHCTEMa, oOecreynBaronas 00JIbIIoe KOJMYECTBO BO3ZMOXKHOCTEH IPH paboTe ¢ TEKCTOBBIMU
NpaBOBBIMU JOKyMeHTamH. [Iporpamma mnpenHazHauyeHa Al Ka4eCTBEHHOTO ONEPaTHBHOTO CHA0KEHUS
paBOBOM MH(OpMaNMEl IOPUCTOB, a TaKXKe APYIHX JIHI, UCIOIB3YIOINX B CBOEH paboTe HOPMATHUBHO-
IIPaBOBYIO JOKYMEHTAIHIO.

000 «Komnanusa AIIN «'’APAHT» www.garant.ru CripaBouHO-IIpaBoBasi cuctema «l'apant» — 3TO
IPOrpaMMHOE IPWIOKEHHE I KOMIBIOTEpPAa, B KOTOPOM COJIEP)KUTCS IIOJIHAs, IOJBEPrHyTas
CHCTEMaTHU3alluy U MIOCTOSIHHO OOHOBJIsIeMasi 3aKOHOaTeNbHas HHPOPMAaLIUs.

MesxayHapoaHble 6a3bl JAHHBIX HAYYHBIX H31aHHI

Web of Science https://apps.webofknowledge.com Hayxomerpuueckas pedeparuBHas 0aza JaHHBIX
KypHaJIoB M KoH(epeHuuil. [lo3BosnseT moaydnTh AOCTYH K OOJNBIIOMY OOBEMY HCCIIEOBATEIbCKOM
JUTEPATYPbl MUPOBOTO KJIacCa, CBS3aHHOM C TIIATEIBHO OTOOPAHHBIM CITCKOM JKypHaIoB. PexxuMm mocryma:
IP anpeca yHuBepcuTera

Scopus https://www.scopus.com/search/ — 3T0 HaykomeTpuueckas pedepaTuBHas 0a3za JaHHBIX,
Bxomsmias B 0a3y manHbix SciVerse kommanuu Elsevier. SciVerse o0benuHser B cebe MaTepuanbl U3
KOJUICKIIMU PEIEH3UPOBAHHON nHUTEepaTyphl SciVerse Scopus, coOpaHus MOTHOTEKCTOBBIX cTaTel SciVerse
ScienceDirect, noctynm K KOTOpOHl ompeneisercss ycloBuUsMU nonanucku. Pexum nocryna: IP agpeca
YHUBEPCHUTETA.

zbMATH https://zbmath.org/ PedeparnBras 6a3a qaHHBIX 110 YHCTON U MPUKJIIATHON MaTEeMaTHKE

Elsevier («Dmp3eBup») https://www.elsevier.com/ - xpynHelmmii B Mupe H3AaTedb HAay4HO-
TEXHUYECKOH JINTEpaTypbl M MpoBaiaep MHPOPMALMOHHBIX PEUIeHUH B 00JAaCTH HAyKH U OOpa3OBaHMIL.
[Toprdomuo m3marensctBa npencrasiaeHo 2 500 xyprHamamu u 20 000 onnaitH-KHUTAMU (ITOJTHOTEKCTOBAS
wiargopma ScienceDirect), crenuanTu3upoBaHHBIME pedepaTUBHBIMU 0a3aMu JaHHBIX: Scopus, Emabse,
Engineering, a Takke WHHOBAIIMOHHOW CHUCTEMOW aHajIW3a, OLCHKH W TPUHATHS PEHICHUH B HAy4YHO-
HCCIIeI0BaTeNbCKOM aedarenbHocTu SciVal. Pexxum nocryna: IP agpeca yHuBepcurera.

Science Direct https://www.sciencedirect.com/ — 5T0 coOpaHue MOJTHOTEKCTOBBIX MAaTEPUANIOB,
Bxojsiiee B 0a3y maHHbIx SciVerse komnanuu Elsevier, kpynHeWas MyJIbTHAUCIUIUIMHAPHAS KOJUICKITHS,
CIOCOOCTBYIOIIAass MHHOBALMSAM U YCKOpPSIOIIAs HAy4yHYyI0 paboTy C TMPOBEPEHHBIMH JaHHBIMHU. Pexxum
noctyna: IP anpeca ynuBepcurera

WznarensctBo Springer https://link.springer.com/ — MexayHapoaHas TpyIIa, 3aHUMAIOIas BHITYCKOM
HAyYHBIX, TEXHUYECKUX, METUIIMHCKUX KHHUT M KypPHAJIOB. Springer W3IaeT U pacrpocTpanser Oonee 2,7
ThIC. HAMMEHOBAHUU HAy4YHBIX U 00pa30BaTENbHBIX KYPHAJIOB IO pa3HbIM oO0jacTsM 3HaHUU. Pexum
nocryna: IP agpeca yHuBepcurera.

Nature Journals https://www.nature.com/siteindex/ IlomHoTekcTOBasi KoOJUIeKUHUs >XypHaioB Nature
Publishing Group.

Springer Nature Experiments https://experiments.springernature.com/ Koytekuss HaydHBIX
IMPOTOKOJIOB 11O PA3JIMYHBIM OTPACIIAM 3HAHHUH.




Springer Materials https://materials.springer.com/ Komnekuus Hay4HBIX MaTepuajioB B 00JacTu
(bu3NYeCKUX HayK U WHKUHUPHUHTA.

Nano https://nano.nature.com/ baza gaHHbIX B 00JIaCTH HaHO-TEXHOJIOTUH, coliepKaIias HH(HOPMAIIUIO O
HaHO-MaTepHanax

IMpoext EBkama https://www.projecteuclid.org/ Ilnmardpopma mist pasmerieHus: pa3aIuvyHBIX HAyYHBIX
MaTepuajoB MO TEOPETHYECKOM M MPUKIAJHOM MaTeMaTHhKe, a TaKke MO0 cTaThcThke. ba3a maHHBIX
conepxkut Oomnee 100 ThIC. cTaTell HaAydYHBIX JKypHAJIOB B OTKpBITOM jaoctyne. Ilmardpopma siBisercs
COBMeCTHBIM mpoekToM bubnnoreku KopHemnbckoro ynuBepcurera u M3narensctBa yHuBepcutera Jproka.

5. YueOHO-MeTOAMUYECKO€E O0ecTieueHne TUCHUTITHHBI (MOTYJIfA)

Tabmuma 5. OcHoBHas TuTEpaTypa

No HaunmenoBanue, Oubiamorpaduyeckoe onvcaHue
n/n
1 Mauiok, A. A. BBenenue B 3amuTy HHGOpPMAIIUN B aBTOMAaTH3UPOBAHHBIX CHCTEMaxX
[Tekct] : [yue6. mocobue 1o CrenuaabHOCTSIM B 0071. HHPOpM. 6e30macHOCTH]. - M..:
["opsiuast muHus - Tenekom, 2005. - 146 c.
2 | Poguues, 0. A. UndopmarronHast 6€301MacHOCTh: HOPMAaTUBHO-TIPABOBBIE ACTIEKTHI
y4e6. mocobue 11t By30B. - CII6..: [Tutep, 2008. - 272 c.

Tabnuma 6. JlononHuTensHas TUTEpaTypa

Ne HaumenoBanue, Oubnuorpagpudeckoe onmucanme
n/m
1 Cremanos, E. A. UndopmarnmonHas 6€30macHOCTh | 3amiuTa nHGopManuu : Yueo.
nocobue st By30B. - M..: Madpa-M, 2001. - 302c.
2 | Moucees, A. 1. UnpopmarronHast 6€301macHOCTh pacrpeieIeHHbIX HH(POPMAIIHOHHBIX
cucTeM [DIeKTpOHHBIN pecypce] : [yueb. mo cnenuanbHocTH "MHpOpM. 6€301macHOCTh
aBToMartusup. cuc. - Camapa.: [M3a-so CI'AY], 2013. - on-line

Ta6muma 7. Pecypcbl nHDOpMAIIMOHHO-TEIEKOMMYHUKAITMOHHON ceTh « HTepHET»

No Hassanue (agpec) pecypca
n/n
1 DdenepanbHas CIyxk0a Mo TEXHUYECKOMY M SKCTIOPTHOMY KOHTPOJIIO
https://fstec.ru/
2 ®denepanpHas cnyx0a 6e3onacHocTu Poccuiickoit denepanun
http://www.fsb.ru/
3 OO6yuatomue marepuaisl [T-TemaTuku
http://composs.ru/
4 | bubnuoreka nporpamMmmMmucTa
https://proglib.io/
5 Hayunas snexktponnas 6ubnuoreka «KubepJlennnka»
https://cyberleninka.ru/
6 ApXuB Hay4HBIX XypHaJIOB Ha maTtdhopme HONUKOH
https://arch.neicon.ru/xmlui/
7 | UnpopManoHHbIE TEXHOJOTUH — NEPUOAMYECKOE HAYYHO-TEXHHYECKOE H3/IaHue B
06J'IaCTI/I I/IHq)OpMaI_II/IOHHBIX TGXHOHOFHﬁ, ABTOMATHU3UPOBAHHBIX CUCTEM n
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WCIIOTb30BaHUsI HH(POPMATUKHU B PA3TUIHBIX TPUIIOKCHHSIX

http://novtex.ru/IT/index.htm

8 XBT.com - akryanapHble HOBOCTH M3 cdepnl IT, 0030pbl cMapT(OHOB, ILIAHIICTOB,
IIEPCOHATbHBIX  KOMMBLIOTEPOB, KOMITBIOTEPHBIX KOMILICKTYIOUIMX, POrpaMMHOIO
obecneueHUs ¥ IepUDEPUITHBIX YCTPONCTB

https://www.ixbt.com/

6. O0pa3oBaTeIbHbIEC TEXHOJIOTHH

HaumeHoBaHue pa3jaesia Buabl yueOHbIX 3aHATHH OoOpa3oBaTe/ibHbIE TEXHOJIOTUH
1-8 Jleknus. Jlekuus c HCIIOJIb30BAaHUEM
MYJIbTUMEANHHON TPE3EHTAlUN
JlaGoparopHas paboTa. Pa3BepuyTas Oecena C
00CYXICHUEM JTOKJIANA.
CamocrosiTenpHas padora. KoHcynbTHpOBaHHE MOCPEICTBOM
AIEKTPOHHOU MOYTHI u
TEXHOJIOTHI BUJICOCBSI3H.

7. MeToauveckne peKOMEHIAIUM MO TUCHHUIIHHE (MOTYJTI0)

B nanHOM paznene paboyell mporpaMMbl B KpaTkod (hopMe MOTYT OBITh MPEICTABICHBI PEKOMEHIAIIUH
npernogaBarciiiM MW YKa3aHUusA OGy‘IaIOH_II/IMCH 110 paHHOHaJIBHOﬁ TCXHOJIOTUU TIPCTIOJAaBaHUsI U OCBOCHHSA
yueOHOro Marepuaia (1o M3yYeHHUIO pa3/IesioB U OTIIEIbHBIX TEM, BHITIOIIHEHUIO KOHTPOJIBHBIX M J1a00PaTOPHBIX
padoT, MO CaMOCTOSITEIFHOMY U3yUYEHUIO TEOPETUYECKOTO MaTepHaa, BEIMTOIHEHUIO TIPAKTHKYMa, CEMECTPOBBIX
3aJ]aHui ¥ 33714, peepaToB U KypCOBBIX PadoOT U T.]1.).

8. ObecneueHne 00pa3oBaTEIbLHOIO NMPoOIECCA IJISA JIUI] C OTPAHUYEHHBIMH BO3MOKHOCTSIMH
3110POBbSI H HHBAJINI0B

B XoIe peanmaum/l JOUCIHUIIIINHBI I/ICHO.HI:ByIOTCH cnez[yloume JOITOJIHUTCIIbHBIC METObI OGy‘-IGHI/IH,
TGKYH_IGFO KOHTpO.H}I yCHeBaeMOCTI/I nu HpOM@)KyTO‘IHOfI arrecraigun o6yqa101u1/1xc;1 B 3aBUCHUMOCTH OT UX
WHIUBUAYATBHBIX OCOOCHHOCTEH:

d JJIA CICIBIX U cna60131/11[;1umx:

- JeKkuuu 0QOPMIIIIOTCS B BHAC AJICKTPOHHOTO JOKYMEHTA, JOCTYITHOTO C IOMOIIBI0 KOMITBIOTEPA CO
CHEIUaTU3UPOBAHHBIM IIPOTPAMMHBIM 00ECIICYCHUEM;

- TIMCbMCHHBIC 3aJaHUs BBIMOJHSAIOTCS Ha KOMIIBIOTEPE CO CICIHAIU3UPOBAHHBIM ITPOTPAMMHBIM
oOecrieueHrneM, UM MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM;

- obecnieunBaeTCs MHIMBHIYyATbHOE paBHOMEpHOE ocBemieHne He Menee 300 Jtokc;

- JIIs BBITIOJIHEHUS 3aJaHHS TPU HEOOXOAUMOCTH TPEIOCTABISIETCS YBEIMUYMBAIOIIEE YCTPOMCTRBO;
BO3MOJKHO TaK)K€ MCITOJIb30BaHNE COOCTBEHHBIX YBEIMYHBAIONINX YCTPOMCTB;

- MIChbMEHHBIE 3a7aHusT OYOPMIIIIOTCS YBEIIMUECHHBIM IPUPTOM;

- 9K3aMEH MPOBOAUTCS B YCTHOU (DOpPME WIIH BBITTOTHAETCS B TUCbMEHHOM (popMe Ha KOMITBIOTEPE.

* IS TIIYXUX M CIIa0OCIIBIIIAIINX:

- JICKIIUHN O(bOpMJI}IIOTCH B BUEC BHGKTpOHHOFO I[OKyMeHTa, JII/I60 Hp@I[OCTaBJIHeTCH 3ByKOyCI/IHI/IBaIOH_Ia}I
amnmnaparypa HHIUBUAYaIbHOT'O II0JIb30BaHHUS;

- IMCBMCHHBIC 3aJaHUA BBIITOJIHAKOTCA HA KOMHBIOTepe B HHCBMGHHOﬁ q)opMe;

- DK3aMEH NPOBOJMTCS B MHUCBMEHHOH (opMe Ha KOMITBIOTEpPE; BO3MOXKHO TPOBEACHHE B (opme

TCCTUPOBAHMU.
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* JUIS JIWII C HAPYIIIEHUSAMH OIOPHO-IBUTATEIBHOIO arlapara:

- JICKIOIUU Oq)OpMJ'IHIOTCH B BHJC BHGKTpOHHOI‘O I[OKYMCHTa, I[OCTyHHOFO C IMOMOIIIBIO KOMHBIOTepa co
CTELUATM3UPOBAHHBIM IPOTPAMMHBIM 00ECIIEYCHHEM;

- IIHUCBMCHHBIC 3aJaHHA BBIIIOJIHAKTCA Ha KOMHBIOTepe (610] CHCHI/IaJII/I3I/IpOBaHHBIM HpOFpaMMHBIM
obOecIieueHueM;

- DK3aMeH MPOBOAMUTCS B YCTHON (pOpPME MIIM BBIMOJIHSAETCA B TUCHBMEHHON (hopMe Ha KOMITBIOTEPE.

[Tpu HeoOXOMMMOCTH TPeyCMaTPUBACTCS YBEIMUECHNE BPEMEHH Il TOATOTOBKH OTBETA.

[Iponienypa mnpoBeAeHUs NPOMEXKYTOUHOM AaTrTecTalMu i OOydalolIMXCS YCTaHAaBIMBAeTCAd C
y4€TOM HUX HMHIUBUAYAJTbHBIX TNCUXO(PHU3UUECKUX ocoOeHHocTel. IIpomexyTounas arrecTansi MOXKET
IIPOBOJUTHCS B HECKOJIBKO JTaIlOB.

I[Ipu mnpoBeaeHHMH TpPOIEAYPHl  OLICHUBAHHUS  pE3yJIbTaTOB  OOy4YEHHUs MpedycMaTpUBaeTCs
UCTIOJIb30BaHNE TEXHUYECKHX CPEACTB, HEOOXOIUMBIX B CBSI3M C HMHIUBUAYAJBHBIMH OCOOEHHOCTSMHU
o0y4aronuxcsi. DTH CPEACTBAa MOTYT OBbITh MPEIOCTABICHBl YHHUBEPCHUTETOM, MJIM MOTYT HCIIOIb30BATHCS
COOCTBEHHBIEC TEXHUUYECKUE CPEJICTBA.

[TpoBenenue mpoleaypbl OICHUBAHUS PE3yJIbTATOB OOyUYEHHs JIOIYCKAeTCs C MCIOJIb30BaHUEM

JTUCTAHIIMOHHBIX 00PAa30BaTEIbHBIX TEXHOIOTHA.

ObecneunBaeTcs AOCTYN K MH(OPMAIMOHHBIM M Oubnuorpaduyeckum pecypcam B cetu MHTepHET

U KaXI0ro oOywaromerocsi B (opmax, aJalTUPOBAHHBIX K OTPAHMYEHUSAM HX 3/10pPOBbSI U BOCHPHUSATHUS
uH(pOpMaIHu:

* JUIA CJICTIBIX U CIa0OBUIAIINX:

- B TIeYaTHOU (hopMe YBEITMUCHHBIM MIPUPTOM;

- B (hopMe IIEKTPOHHOTO JOKYMEHTA;

- B popme ayaunodaiina.

* Ui TIYXHX H CIa0O0CIBIIAIINX:

- B me4aTHoO (opme;

- B (hopMe 3IEKTPOHHOTO JOKYMEHTA.

* Ui 00y4aromuXcs ¢ HApyLIICHUSIMHU OMOPHO-ABUIaTeIbHOIO anmapara:

- B meyaTtHoH (opme;

- B (hopMe IIEKTPOHHOTO JOKYMEHTA;

- B popme ayaunodaiina.

VYyeOHbIC ayJUTOPUH JIJIs1 BCEX BUAOB KOHTAKTHOW M CAMOCTOATEILHON paboThl, Hay4yHass OMOInoTeKa
W WHBIC MMOMENICHHS JJI1 0OOyYeHHUs OCHAIIEHBI CICIHAIBLHBIM O0OpPYIOBAaHHEM M YYCOHBIMH MECTaMH C
TEXHUYCCKHMH CPEJICTBAMHU O0yUCHUSI.

9. MaTepuajibHO-TeXHUYECKOe o0ecneyeHue JUCIHIINHBI (MOTYJIs1)

JleKuroHHbIE 3aHATUSA TPOBOMITCS B JIEKIIMOHHOW ayJIUTOPUH, OCHAIIEHHOW MPE3E€HTALMOHHON
TEXHUKOU (TPOEKTOpP, PKpaH, KOMIBIOTEP/HOYTOYK) M COOTBETCTBYIOIIMM IMPOTPAMMHBIM OOECIIEYCHUEM
(LibreOffice, Microsoft Office 2010 Russian Academic OPEN, Microsoft Office Professional Plus 2010
Russian Academic OPEN).

JlabopaTopHble 3aHATHS TPOBOASATCS B ayJIWTOPHH, pacCUyMTaHHOM Ha 15 paboumx Mecr,
OCHAIIEHHOW MEePCOHAIIBHBIMUA KOMITBIOTEPAMHU C YCTaHOBJICHHBIM IporpaMmMHbIM oOecriedeHueM (Lazarus,
Eclipse, NetBeans, Visual Studio, PyCharm, IntelliJ Idea) u BeIxoom B HHTEpHET.
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['pynnoBeie (MHAMBUIyalbHBIE) KOHCYJbTAMU TMPOBOIATCS B  ayAUTOPUH, OCHAIIEHHOMU
MEPCOHAIBHBIMA KOMITBIOTEpaMHU C YCTAHOBJICHHBIM IporpaMMHbIM oOecnieuenuem (Lazarus, Eclipse,
NetBeans, Visual Studio, PyCharm, IntelliJ Idea).

Texkymuii KOHTpOJIb, MPOMEXKYTOUYHAS aTTECTAllds TPOBOASATCS B ayJIWTOPHH, OCHAIEHHOMN
MEPCOHAIBHBIMA KOMITBIOTEpAMHU C YCTAHOBJIGHHBIM IporpaMMHbIM obOecniedeHuem (Lazarus, Eclipse,
NetBeans, Visual Studio, PyCharm, IntelliJ Idea).

CamocrosiTenpHas paboTa MPOBOAUTCS B KaOWMHETE JJII CAMOCTOSITEIBLHON PabOThI, OCHAIEHHOMN
KOMITHIOTEPHOW TEXHUKON C BO3MOXXHOCTHIO TOJAKIIOYCHHUS K ceTH «MHTepHeT», MporpaMMOi SKpaHHOTO
YBEIUYCHUSI W OOECIEUYEHHBIM JIOCTYNIOM B JJICKTPOHHYIO HMH(POPMAIIMOHHO-00pPa30BaTEIbHYIO CpPEIy
YHUBEpCHUTETA.

IIporpammHoe o0ecnevyenne, peKOMeHI0BAaHHOE 1JI UCI0JIb30BaHus B AI'Y

OnepanroHHbIE CUCTEMBI, TAKHE KaK:
Ubuntu (https://ubuntu.com/download), Microsoft Windows 2000 Server CAL Russian,
Microsoft Win Starter 7 Russian Academic OPEN.
bpay3sepsl nocneaHen BEpcuu, Takue Kak:
Google Chrome (https://www.google.com/chrome),
Mozilla Firefox (https://www.mozilla.org/ru/firefox/new/)
BusyanbsHble cpesibl MPOrpaMMHUPOBAaHMS, TAKHE KaK:
Lazarus (https://www.lazarus-ide.org/index.php?page=downloads),
Eclipse (https://www.eclipse.org/downloads/),
NetBeans (https://netbeans.apache.org/download/index.html),
Visual Studio (https://visualstudio.microsoft.com),
PyCharm (https://www.jetbrains.com/ru-ru/pycharm/download/),
IntelliJ Idea (https://www.jetbrains.com/ru-ru/idea/download).
[TakeTs! 0pUCHBIX PUIIOKEHHH, TaKHE KaK:
LibreOffice (https://www.libreoffice.org/download/download),
Microsoft Office 2010 Russian Academic OPEN,
Microsoft Office Professional Plus 2010 Russian Academic OPEN.
TekcToBbIE peJTaKTOPHI, TAKHE KAK:
Notepad++ (https://notepad-plus-plus.org/downloads),
Latex (https://www.latex-project.org/get/).
I'padpuaeckuii 3D maker Blender (https://www.blender.org/download).
Pactpossiit rpaduueckuii penakrop GIMP (https://www.gimp.org/downloads).
Bexkropnsiii rpaduaeckuii penaktop Inkscape (https://inkscape.org/release/inkscape-1.0.2).
CucreMsl ynpapieHus: 6a3aMu TaHHBIX, TAKHE KaK:
MySQL (https://www.oracle.com/ru/mysql/),
PostgreSQL (https://www.postgresql.org/download).
[TakeT mpuKIagHBIX MaTeMaTH4YeCKuX mporpamm Scilab (https://www.scilab.org/download/6.1.0).
Mexmnatdopmennyto cpeny pazpadotku Unity (https://unity3d.com/ru/get-unity/download).
HuctpubyTus S3bIKOB MIPOTPaMMHUPOBAHUS Anaconda
(https://www.anaconda.com/products/individual#Downloads).
Ha6op xommunistopoB GCC 7.4.0 (https://ubuntu.com/download).
@DannoBble MEHEKEPBI, TAKUE KaK:
Total Commander (https://www.ghisler.com/download.htm),
Double Commander (https://sourceforge.net/p/doublecmd/wiki/Download).
KoHnconpnbiii daitnoBsiii Menemxep Far manager (https://www.farmanager.com/download.php?l=ru).
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10. JIucT perucTpanuu u3MeHeHuit

Howmep

HU3MCHC
HUA

Howmepa nuctoB

3aMCHCHH
bIX

HOBBIX

AQHHYJIMPO
BaHHBIX

OcHoBaHHue I
BHECEHUS
HA3MEHEHHS

TToamuce

Pacmmdposka
HOAIUCH

Jlata

Jlata

BBCICHUSA
HU3MCHCHHA
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