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HosicHuTebHAsA 3aNMCKA
Pabouas mporpamma qucuumuinHbl « OCHOBBI 0€30ITaCHOCTH MAaPIIPYTH3UPYEMBIX U KOMMYTHPYEMBIX

cereit Ha Oaze oOopymoBammst Huawei» cocraBieHa B coorBercTBuH ¢ TpeboBanusmu PI'OC BO mo

HanpasyieHuto moarotoBku 10.03.01 «MHpopmanmonHas 6e30MacHOCThY.

Pabouast mporpamma qucuumuinHbl «OCHOBBI 0€30ITaCHOCTH MaPIIPYTH3UPYEMBIX U KOMMYTHPYEMBIX
cetelt Ha Oa3e oOopynoBanusi Huawei» mpeacraBiser coO00i COBOKYIMHOCTh JUJAKTHUECKHX MaTEpPHANIOB,
HaIPaBJICHHBIX HA PEATH3AIHIO COJCPIKATEINBHBIX, METOIMIECKAX U OPraHU3alMOHHBIX YCIOBHH TIOATOTOBKU
no HampasieHuo 10.03.01 «MudopmanronHas 6e30macHOCTbY», Npoguiib «be30macHOCTh KOMIIBIOTEPHBIX

CUCTEM».

JlucuMIinHa OTHOCUTCS K BapUaTUBHOM YnCTH Osioka 1 B CTpyKType 00pa3oBaTeabHONU MPOrpamMm.
TpyaoemkocTs aucuurinHeL: S 3.€./180 4.;
KOHTaKTHas pabora:
3aHSTUS JIEKIUOHHOTO THNa — 26 4.,
3aHATUS CEMUHAPCKOro TUMa ( MpakTU4eCKue 3aHsATus) —264.,
WHas KOHTakTHas padora — 0,25 4.,
CP - 1284,
KnroueBble ci0Ba: ceTeBbIE TEXHOJIOTUH, KOMMYTHPYEMBIE CETH, THPOPMALMOHHAs 0€30M1aCHOCTb.

CocraBurtens: Kammna M.U., crapmmii npenomaBaTenb Kadeapsl TPHUKIAAHOW MaTeMaTHKH,

MH(OPMALIMOHHBIX TEXHOJIOTUHN 1 HH()OPMALIMOHHON OE€30MaCHOCTH.

1. Heau u 321244 TUCHUIJIMHBI (MOTYJIs1)

OCHOBHBIM HaIpaBJIecHHUEM OOYYEHHUS SIBIISCTCS IOCTH)KCHHE MPAKTUYECKHUX, 0O0pa30BaTEC/IbHBIX, U
pPa3BUBAIOIIMX II€J€H B COOTBETCTBMM C 3aJadyaMd MOATOTOBKHM OakamaBpoB Hampasienus 10.03.01
«HdpopmarimornHas 6€301MacCHOCTh) M0 TUCIUTIIINHE U3 BApHATHBHOM YacTH Osioka 1 « OCHOBBI 6€3011aCHOCTH
MapIIpyTU3UPYEMbIX U KOMMYTHPYEMBIX ceTeil Ha 6a3e o6opynoBanus Huawei».

HSy‘IeHI/Ie JAUCHUIITIMHBI HAITPAaBJICHO HA (1)0pMI/IpOBaHI/Ie CJICOAYIOIIUX KOMIIETeHI[MH:

(OIIK-4) crnocoOHOCTh MOHMMATh 3HAUY€HHWE HHQOpPMAIMH B PAa3BUTHH COBPEMEHHOTO OOIIECTBa,
MPUMEHATh UHPOPMAIIMOHHBIE TEXHOJIOTUHU IJIs TTOUCcKa U 00paboTKu nH(pOopMauy;

(ITK-1) criocoGHOCTD BBIMOIHATH pa0OTHI IO YCTAHOBKE, HACTPOMKE M 00CTYKUBAHUIO POTPAMMHBIX,
pOrpaMMHO-aNnapaTHBIX (B TOM 4YHCI€ KPUOTOTpapUUECKHMX) M TEXHHUYECKHUX CPEJICTB  3alIUThI
uHpOpMalnH.

[Toka3zarensiMu KOMIETEHIIUH SABISIOTCS:

B pesynbrare 0CBOCHHUS AUCIUILIMHBI CTYIEHT JOJKEH:

3HATh:

e OCHOBBI a/IMUHUCTPUPOBAHHUS BEIYUCITUTEIBHBIX CETEH;
e KommnoneHTs! kopriopatuBHoii cetn Ethernet;
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OcHossl poTokona IP u ero Bepcuu [Pv4;

MuoroyposHeByto mozesb OSI u cereBbie MPOTOKOJIBI,

YTpo3bl 6€30MaCHOCTH B JIOKAJIbHOW KOMITBIOTEPHOU CETH;

[IpoToKoJIbl TPAaHCIOPTHOI'O YPOBHS, BcrioMorareibHble mpoTokoiasl ICMPv4 u ARP;
YactHble 1 myOoIu4HbIC anpeca, Tpancsanuio aapecoB NAT, Dynamic NAT, PAT;
Knaccudukamnurio u ¢punbrparuio Tpaduka Access control list.

yMeTb:

e Paborare ¢ komanaubIM HHTEpPericom CLI, HacTpolika ypoBHEN JOCTyNa U MPUBWIET U, HACTpONKa
KOHCOJIBHOTO TIOPTa M IPOCTOM MapOIbHOU 3aIUTHI

e U cnonbs3oBars FTP u TFTP, Hactpolika u ynpasieHre 00pa3oM olepaniioHHON CUCTEMBI

e HacrtpauBate DHCP-cepepa Ha wmapmpytuzatrope Huawei, DHCP-kiuenta Ha ceTeBbIX
uHTepdeiicax

e HacrpauBars FTP-cepBepa u aBTopuzanuio Tmonib3oBaTened Ha Mapupyrtuszatope Huawei,
HacTpauBaTh JIOCTYII K CETeBOMY 00opynoBanuio Huawei mo telnet

e BriBiuATe CymHOCT, NpoOjieM B XOJe IOMCKa HEUCHpaBHOCTEH MH(DOKOMMYHHKAIIMOHHOM

UH(PPACTPYKTYPHI.
BJIAJIETh:

e (CmocoOHOCTRIO (OPMHPOBATH KOMIUJIEKC Mep MO WH(POPMAIIMOHHONW O€30MaCHOCTH C YYETOM €ro
MPaBOBOW O0OOCHOBAHHOCTH, aIMUHUCTPATUBHO-YIIPABICHYECKON U TEXHUYECKON peaTn3yeMOoCTH U
HSKOHOMUYECKOM 11e71IeCO00pa3HOCTH;

e HaBblkamu co3znaBaTh MOACETH M HacTpauBaThb OOMEH JaHHBIMU MEXIY YCTPOHCTBAMHU C
WCIOJIb30BAHNEM KPUNTOrPaPUUECKUX METOAOB U MPOTOKOJIOB 0€30IaCHOCTH;

e VYCTaHOBKHM M HACTPOWKH CETEBBIX YCTPOMCTB: CETEBBIX ILIAT, MAPLIPYTU3aTOPOB, KOMMYTaTOPOB.

2. O0beM TUCHUNJIMHBI (MOIYJISI) 110 BUAAM YueOHOH padoThl

Tabmuma 1. O6beM TUCHUIUTUHBI (MOTYJISI) 001Iast TPYI0EMKOCTh: 5 3.€.

Bcero Pacnpenenenue
Bunet yueOHoit paboTh 4acoB [0 CEMEeCTpaM B yacax
VII
OO61as TpyA0EeMKOCTb AUCIUTUTHHBI 180 180
KoHnrakTHas pabora: 52,25 52,25
Jlexuuu(JI) 26 26
[Ipaktuueckue 3anstus (I13) 26 26
Cemunapst (JIP)
Wnas koHTakTHas paborta 0,25 0,25
CamocrostenbHas pabota (CP) 128 128
Kypcosas pabota (mpoekr)
Bun npoMexyTo4HOro KOHTPOJIS 3auer 3auer
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3. Coaep:xanue TUCHHUILIMHBI (MOTYJIs1)

Tabnuua 2. Pactipenienienue 4acoB 1o TeMaM U BHJIaM Y4eOHOI paboThI

No O0bem B yacax 1Mo BHJIaM
- HaumenoBanue paszienos u CPu
pazznena
TOMEL TEM JTUCHUTLIIUHBI (MOTYJIs1) Bcero i 1P WHAas
pabora
1 Paspnean 1. IlocTpoenue npocreiimux IP-cereit 64 10 10 44
Komnonents! kopriopatuBHoii cetu Ethernet,
1.1 aapecanus [P, ocHoBbl mpoTokosna IP u ero 12 2 2 8
Bepcuu [Pv4
12 [IpoTOKOIBI TPAaHCTIOPTHOTO YPOBHS, 13 ) ) 9
) BcriomorarenbHble mpoTokossl ICMPv4 u ARP
Pa6ora ¢ komanaubM uaTepdeiicom CLI,
13 HAaCTpOWKa ypOBHEW OCTyIIAa U IPUBUJIETHIA, 13 ) 5 9
' HACTPOMKa KOHCOJBHOTO OPTAa U MPOCTON
MApOJIBLHOM 3aIUThI
@DaiiJIOBbIE CUCTEMBI YIIPABJICHUE U HaBUTAIUA,
14 XpaHeHue KOHPUTYypaluy U CpaBHEHHE 13 ) ’ 9
' KoH(puryparuii, 6a30BbIc HACTPONKH CETEBBIX
nHTEep(dENCcoB aapecanusi 1 PEKUMBI PaOOTHI
Oo6nosnenune VRP, ucnons3oanue FTP u
1.5 TFTP, nactpoiika u ynpaBieHre 06pazom 13 2 2 9
OIIEPAIMOHHOMN CHUCTEMBI
Pa3znea 2. O0ecreyeHre MeKCETEBOI0
2 . 56 8 8 40
B3aUMO/IelCTBUS
JIMCTaHIIMOHHO-BEKTOPHASI MapIIPyTU3ALIUS C
71 nomMolibio nmpotokosa RIP, mapuipyTuzamus no 14 ’ ) 10
' COCTOSIHUIO KaHajla ¢ MOMOIIbIO IPOTOKOIA
OSPF
Hacrpoiika DHCP-cepBepa na
2.2 Mapipytuzarope Huawei, nactpoiika DHCP- 14 2 2 10
KJIMEHTA Ha CEeTeBbIX HHTepdeiicax
Hactpoiika FTP-cepBepa u aBTopuzanuu
23 noJib3oBareneil Ha Mapuipytuszarope Huawet, 14 ) ) 10
' pabota mpoToko:na telnet, HacTpolika 1ocTyna K
ceteBoMy obopynoBanuto Huawei mo telnet
24 YacTHble U MyOTUYHBIE aJipeca, TPAHCISAIUS 14 ) ) 10
] aapecos - NAT, Dynamic NAT, PAT
3 Pa3nen 3. OcHOBBI yNIpaBJIeHUsI CETSIMU 60 8 8 44
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Ne O0bem B yacax 1Mo BUJIaM
- HaumenoBanue paszieios u CPu
pasznena
TOMEL TEM JUCHUTLITAHBI (MOTYJIs1) Bcero i 1P HuHas
pabora
[Iporokosn SNMP - Simple Network
Management Protocol, HacTpoiika u
3.1 15 2 2 11
yIpaslieHue, npuHuns padorst MPLS B
peKHMaxX KOMMYTAIIUHU STYCCK/KaIpOB
39 Knaccudukanus u punbrpanus tpapuka - 15 ) ) 11
) Access control list, Basic / Advanced ACL
33 Ba3OBaf1 HaCTpOHiKa AAA - Authentication, 15 ) ) 1
Authorization, Accounting
34 3ammTa Tpaduka ¢ momonrsio [PSec VPN. 15 ) ) 1
Cospganne IPSec-moanuTuk
WHasi KOHTaKTHas paboTa 0,25
Hroro: 180 26 26 128

4. CamocTrosiTesibHasi padoTa 00y4yaroumumxcst
Tabmuma 3. Copepxannue caMOCTOSITEIPHOU PaOOTHI 00YJAIOIINXCS

Pa3gens! unm teMbl
W Bua camocrositensHOM paboThI paboueit ®dopma OTYETHOCTH
IPOrpPaMMBbI
Paznea 1. Ilocrpoenue npocreiimmx IP-cereit
CamononroToBka 1o Matepnaliam Tema 1.1 -1.5 ®dpoHTanbHas Oecena
1 JeKUUH
2 BrinonHenue TecToB 1O IiiaBaM Ha Brimonnenue TectoB Ha
matdhopme Huawei e-Learning rema 1.1-1.5 caire
Pa3nes 2. OGecnieueHne MeKCeTEBOr0 B3aMMO/IeliCTBHSA
1 CamononroToeka 110 Matepuanam Tema 2.1 — 2.4 ®dpoHTanbHas Oecena
JeKIUH
2 BrinonHenue TeCTOB 1O TllaBaM Ha Brimonnenue TecToB Ha
matghopme Huawei e-Learning rema 2.1 - 2.4 caire
Pa3nes 3. OcHOBBI YHIpaBJIeHUSl CETSIMU
1 Camonoaroroska H? Matephaliam Tema 3.1 - 3.4 ®dpoHTanbHas Oecena
JIEKIMI
2 BrinonHeHue TeCTOB MO IJ1aBam Ha BelnonHeHue TecToB Ha
wiar¢popme Huawei e-Learning rembl 3.1 3.4 caure
3 [ToaroroBka K 3a4eTy tembl 1.1 —3.4 CobecenoBanue

4.1. Tembl KypcOBBIX pabOT (IIPOEKTOB).
KypcoBble paboTsl B y4eOHOM IUIaHE HE MPEAYyCMOTPEHHBI.
4.2. IlepeyeHb yueOHO-METOJMUECKOT0 00ECIeUYeHHs Il CAMOCTOATENbHOM paboThl 00yUaroIuXCs
CamocrosTenbHas padoTa CTYyAEHTOB OCYILECTBIISETCS C UCTIOIb30BAHUEM:
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1. bubmuoreunoro ¢ponma AI'Y.

2. MarepuanoB caiita AI'Y (www.adygnet.ru), Ha KOTOpPOM pa3MelieHbl padodasi MmporpaMmma
JMCUUIUIAHBL, (DOHJIBI OLIEHOYHBIX CPECTB.

3. Odwummaneueix caiitoB ®CTOK , Koncynsrantlltoc , ["apanr.

4. VYuebnuk no Huawei Certification HCIA-Routing&Switching Entry Version 2.5 / Huawei
Technologies Co., Ltd. 2019

IlepeyeHb coBpeMeHHBIX MPO(ecCHOHAIBLHBIX 023 TaHHBIX H HH(POPMALMOHHBIX CIIPABOYHBIX
CUCTEM
1. DuexkTpoHHBbIE pecypchbl HA OCHOBE JIUIEH3UOHHBIX 10roBOopoB PI'BOY BO «ATI'Y»
IBbC «YHuBepcuTerckasi 0udamoTexa oHJaiiH» www.biblioclub.ru

Pecypc conepxut yueOHMKH, yaeOHbIE TTOCOOHUS, MOHOT AU, IEPUOANICCKIE U3TAHUS, CIIPABOYHUKH,
cioBapu, dHIMKIoneaun. B HacTosmee Bpems BkiatouaeT 6osnee 130 Tric. HanmeHoBaHUH. Pexxum noctymna:
JUTSI 3aPETHUCTPUPOBAHHBIX MTOJTH30BATENIEH.

IbC ATY Ha matdopme arnmapaTHO-MPOrPAMMHOIO KOMILJIEKCA 000 Ky
http://adygnet.bibliotech.ru Pecypc comepxuT sneKTpoHHBIC aHAJIOTH TPYAOB mpemnojaaBatenein AlY.
OOecnieunBaeT AOCTYN K HEOOXOIUMBIM JUTsi 00pa30BaTEBHOTO TpoIlecca U3IaHMsIM. Pesxum noctymna: uis
3aperucTpUPOBAHHBIX MOJIb30BaTENECH.

9BbC «lO0paiiT» www.biblio-online.ru o6pa3oBaTebHBIN pecypc, IACKTPOHHAS OMOINOTEKAa U HHTEPHET-
MarasuH, I7ie YUTAIOT U MOKYTAIOT AJIEKTPOHHBIE U NTeYaTHbIe Y4eOHUKH aBTOPOB —IIpernogaBaTesiell BeIynux
YHUBEPCHUTETOB JIsi BCEX YPOBHEW MpodeccnoHambHOrO OO0pa30BaHMs, a TaKXKe€ IOJIb3YIOTCA BHUJIIEO- U
ayquoMmarepualiaMy, TECTUPOBAHMEM M CEepBHCaMU JJis MpenojaBareneil. Pexum gocrtyma: ans
3aperucTpUPOBAHHBIX MOJIb30BaTENECH.

9BbC «Jlanb» www.e.lanbook.com Pocculickuii pa3pabOTYMK ¥ TOCTABIIMK COBPEMEHHBIX
oOpazoBarenbHbIX [T-pemennii, paarmanckuii npoaykt «Jlanm» — cobcTBeHHas 31EKTPOHHO-OMOIMOTEYHAS
cucrema (ObC), npepocTasistomnias 00pa3zoBaTebHBIM OPraHU3ALMIM JOCTYII K 3JI€KTPOHHBIM BEPCHUSAM KHUT
BEIYIIUX M3JATEeNLCTB y4eOHOW, HAay4yHOH, MpodecCHOHATbHON JIUTEepaTypbl U MEPUOAUKH O Pa3IHUYHbIM
HaIpPaBJICHUSAM MOATOTOBKU. PexxuM ocTyna: s 3aperucTpUPOBAHHBIX MTOJIb30BATENCH.

®I'BY «Poccuiickasi rocynapcrBeHHasi oudaumorexa» http://dvs.rsl.ru CoctaB momoiaHseTcss 00beMOM
JFICCepPTAIMi 10 BCEM CIEHUATbHOCTAM (KpoMe METUIUHBI U ¢dapMaiuu), 4yTo coctapiseT okono 30000
auccepTanuii B roa. JJocTyn K MOJHBIM TEKCTaM JUCCEPTALMi TOJIBKO B OTEINE DJEKTPOHHBIX MyOIUuKalnui
HB AT'Y. Pexxum foctyna: 11sl 3aperucTpUpOBaHHBIX M1OJIb30BATENEH.

000 «Hayunas 3jiekTponHasi oubauorexa» (H3b) www.elibrary.ru Poccuiickuii uapopmaimonto-
aHAJIMTUYECKUI MOpTaja B 00JACTH HAyKU, TEXHOJIOTMH U 00pa30BaHUS, B TOM UYHCIE AJIEKTPOHHBIE BEPCUU
6omee 3900 poccuiickiX HaAyYHO-TEXHUUYECKUX KYPHAJIOB, U3 KOTOpbIX O6osee 2800 sxypHAIOB B OTKPHITOM
noctyne. HOb eLIBRARY coaepxxut mnatdopmy Poccuiickuii naaekc Hayunoro nuutupoanus (PMHLY).
Pexum noctyna: i 3aperucTpupOBaHHbBIX I10JIb30BATEIEN.

Hexommepueckoe MapTHEPCTBO «AcCOoIMMPOBAHHbBIE peruoHajibHbIe OnOIMOTeYHbIE
koHcopuuymb» (APBMKOH) http://arbicon.ru/services/ 3T0 KpynHeWmas MeEKBEIOMCTBEHHAs
MEXpEeruoHajgbHas OHONIMOTeYHass CeTh CTpaHbl, pacloyiaraluias COBOKYNHBIM HH(OPMAIMOHHBIM
pecypcoM, KOTOPBIH J1aeT BO3MOKHOCTb HallTH Oosiee 50 MUJITMOHOB JOKYMEHTOB B 57 peruoHax CTpaHbl U
YTOYHUTH, B (POHJIaX KAaKUX OMOIMOTEK MX MOXHO IOIYYHUTh.

HexomMmepueckoe nmaprHepcTBO «HanuoHaJbHBIA 3JIEKTPOHHO-HH(OPMALHOHHBIM KOHCOPLHYM»
(HOUKOH) www.neicon.ru o0beAnHsAET BO3MOKHOCTH POCCUHCKUX OMONMOTEK U HAYYHBIX OpraHU3allfii
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I KOPIIOPAaTUBHOI'O AOCTyIIAa K 3JIICKTPOHHBIM Oazam JaHHBIX HAYYHBIX IMICPHUOANYCCKUX HSI[aHI/Iﬁ,
npeajiaracMbIx pOCCHfICKPIMPI u 3aPY6€)I(HI>IMI/I n3aarciibCTBaMu U I/IH(l)OpMaIII/IOHHI)IMI/I arcHTCTBaMu.

000 «®Pakrop Ilmoc» (CHC «Koucyastant I[lmoc») www.consultant.ru — 3TO COBpeMEHHas
CrpaBOYHas cHcTeMa, o0ecreunBaroas 00JbIIOe KOJTUIECTBO BO3MOKHOCTEH MPH paboTe ¢ TEKCTOBBIMHU
MPaBOBBIMU JIOKyMeHTaMmu. [Iporpamma mpenHasHadyeHa i Ka4ECTBEHHOT'O OMNEPATHMBHOIO CHAOXKEHMS
PaBOBOM WMH(pOpMaNUeil IOPUCTOB, a TAKKE APYTHX JIUI], UCIONB3YIOUIMX B CBOCH pabOTe HOPMATHBHO-
MPaBOBYIO JIOKYMEHTAIIUIO.

000 «Komnanusa AIIN «'APAHT» www.garant.ru CnpaBo4yHo-nipaBoBasi cucreMa «['apanm» — 310
IporpaMMHOC TMPUJIIOKCHUC JJId KOMIIBKOTEPA, B KOTOPOM COACPIKHUTCA IIOJHAdA, TMMOABCPrHyTas
cucreMaTu3anu 1 I1oCTOSITHHO oOHOBIIIEMas 3aKOHOAaTCIbHAaA I/IH(l)OpMaIII/IfL

Me;wlynapoglm,le 0a3bl AAHHBIX HAYYHBIX U3AaHUI

Web of Science https://apps.webofknowledge.com Hayxomerpudeckas pedepatuBHas 06a3a JaHHBIX
KypHaJIOB W KoH(pepeHInid. [lo3BoysIeT MONMYyYUTH JOCTYN K OONBIIOMY OOBEMY HCCIIEOBATEIBCKOM
JIUTEPATYPbl MUPOBOI'O KJ1acca, CBSI3aHHOM C TIIATCJIBHO OTO6paHHI)IM CITMCKOM JXYPHaJIOB. Pexxum JA0CTyIa:
IP agpeca yHuBepcurera

Scopus https://www.scopus.com/search/ — 5T0 HaykoMmeTpudeckass pedepaTuBHas 0a3a JaHHBIX,
Bxozsmias B 0a3zy manHbix SciVerse kommanum Elsevier. SciVerse oObenuHser B cebe martepuaibl H3
KOJUICKITUU PEIEH3UPOBAHHON JUTEpaTyphl SciVerse Scopus, coOpaHusi MOJTHOTEKCTOBBIX cTaTtei SciVerse
ScienceDirect, m0oCcTynm K KOTOpOH ompenensercss yCIoBUSAMH Toanucku. Pexxmm pocryma: IP ampeca
YHUBEPCHUTETA.

zbMATH https://zbmath.org/ PedeparnBras 6aza qaHHBIX 110 YUCTON U TMIPUKJIATHON MaTeMaTHKE

Elsevier («Omnbp3eBup») https://www.elsevier.com/ — xpynHelmwuii B Mupe WH3AaTelb Hay4yHO-
TEXHUYECKOH JHUTepaTypbl U MpoBaiaep MHMOPMALMOHHBIX peUIeHUH B 00JacTH HayKu U 0oOpa3oBaHMS.
[Toptdonuo m3aarenscTBa npencrasieHo 2 500 xypuamamu u 20 000 onnaiH-KHUTaMu (ITOJTHOTEKCTOBAS
mnatdopma ScienceDirect), cnenuanin3upoBaHHBIMUA pedepaTuBHBIMM Oa3zaMu JaHHBIX: Scopus, Emabse,
Engineering, a Taxke MHHOBAIMOHHOW CHUCTEMOW aHaaW3a, OLCHKUM U MPHUHATHS pPEUICHUH B HAy4dHO-
HCcCea0BaTeNbeKor nesarenbHocTu SciVal. Pexxum noctyna: IP aapeca yHuBepcuTeTa.

Science Direct https://www.sciencedirect.com/ — 3T0 coOpaHHe MOJIHOTEKCTOBBIX MaTepHAaJOB,
BxoJsiee B 0a3y maHHbIX SciVerse komnanuu Elsevier, kpynHeHias MyJIbTHIACIUILITAHAPHAS KOJUICKITHS,
CIIOCOOCTBYIOIIasi MHHOBAIMSAM W YCKOPSIONIAs HAYYHYH pPalbOTy C NPOBEPCHHBIMH JIAaHHBIMH. Pexum
noctyna: IP agpeca yHuBepcurera

WznatensctBo Springer https://link.springer.com/ — MexayHapoHasi TpyIIa, 3aHUMAIOIasl BHIITYCKOM
HAYyYHBIX, TEXHUYECKUX, MEJUIIMHCKUX KHUT U KypHAJIOB. Springer U3/1aeT U pacrpocTpanser 6osee 2,7 ThIC.
HAMMCHOBAHMI HAyYHBIX U 00pPa30BaTENIbHBIX )KYPHAJIOB IO Pa3HbIM 00JIaCTsIM 3HaHWi. Pexum nocrymna: [P
aJipeca YHUBEPCHUTETA.

Nature Journals https://www.nature.com/siteindex/ IloaHoTekcToBass KosuleKuMsi >kKypHanoB Nature
Publishing Group.

Springer Nature Experiments https://experiments.springernature.com/ Kommekuus Hay4HBIX
MIPOTOKOJIOB O PA3JIMYHBIM OTPACIISIM 3HAHUM.

Springer Materials https://materials.springer.com/ Kosneknuss Hay4HbIX MaTepualioB B 0OJIaCTH
(bu3NYeCcKUX HayK U MHXUHUPUHTA.

Nano https://nano.nature.com/ ba3za maHHbBIX B 00J1aCTH HAHO-TEXHOJIOTUH, coAepkaiias HHPOPMAIHIO O
HaHO-MaTepHanax
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Ipoext EBkaua https://www.projecteuclid.org/ Ilnmatdopma mias pa3sMemieHus pa3InYHbIX HAYYIHBIX
MaTEepHUaJIOB [0 TEOPETUUECKON U MPUKIJIATHOW MaTEMAaTHKE, a TAKXKE 110 cTaTUCTUKE. ba3za JaHHBIX COAEPKUT
6omee 100 ThIC. cTarell HayyHBIX JKYPHAJIOB B OTKPBITOM joctyme. [Imardopma siBisieTcss COBMECTHBIM
npoekroM bubnuorexku Kopuemnbckoro ynusepcutera u M3natenbcrsa yHuBepeuteTa [proka.

5. YueOHO-MeTOAMYECKOE 00ecniedeHne TUCHUILTUHBI (MOTYJIS)

Tabnuia 4. OcHOBHas JUTEpaTypa

No
y HaumenoBanue, 6ubnuorpaduyeckoe onrucaHue
/m
1 | Huawei Certification HCIA-Routing&Switching Huawei Networking Technology and
" | Device Entry Version 2.5 / Huawei Technologies Co., Ltd. 2019
» | Kommsrorephsie cern. [IprHIHIIBL, TEXHOTOTHH, IpoTOKOIbL. 311, Tpetbe/ B. I'. Ommdep, H.
" | A. Onudep. - CII6.: Iutep, 2006. - 958 c.: (1. 1-7).
3 OcHOBBHI ceTeBbIX TexHOJIOTHI: Yueb nocooue. A.B I'opsiues, H.E. HoBakoga, A. B.
" | Huckosckuit, C.B. Ionexun., CI16.: U3n-Bo CITOI I TY«JIDTU», 2000. 64 ¢
4 H.H.Bacwun. I[Toctpoenue ceteit Ha 6a3e KOMMYTaTOPOB U MapIIpyTU3aTOPOB.
" | http://www.intuit.ru/department/network/netbsr/1/
5. | Huawei Learning Website http://learning.huawei.com/en
6. | CoOoiHas yHHBEpCalbHAsS HHTEPHET-dHIMKIoNems Bukunenus, http://ru.wikipedia.org

Tabnuua 5. JlononHuTenpHas aureparypa

Ne

HaumenoBanue, oubiauorpaduyeckoe onvucaHue

lanmnxkuii, A.B. 3amura nHGOpMaLNK B CETH - aHAIM3 TEXHOJIOTUA U CUHTE3 pelieHuH /
A.B. T'amunxkuii, C./1. Pga6ko, B.®. [llansrun. - M.: JIMK Ilpecc, 2012. - 615 c.

3uma, B. be3omacHOCTh TI100aIbHBIX CETEBBIX TexHoJoTH / B. 3uma. - Mocksa: Mup, 2015.
-215c.

[Tatubparos, A.Il. BerauciautenbHble CUCTEMBI, CETU U TEJIEKOMMYHHUKAIIUH ;| YYCOHUK /
A.IL Ilstubparos, JLIL I'yasino, A.A. Kupuuenko. - 4-e u3f., nepepad. u goi. - M. :
®uHaHchl ¥ cratuctuka, 2013. - 736 c. - ISBN 978-5-279-03285-3 ; To e [DneKTpOHHBIN
pecypc]. - URL: http://biblioclub.ru/index.php?page=book&id=220195

Hamkos, JI.II. Opranu3zanus, TeXHOJIOTUS U IPOEKTUPOBAHUE TOProBbIX npeanpustuit / JLII.
Hamkos, B.K. I[TamOyxunsnu. - M.: Mapkerusr, 2013. - 257 c.

OcHoBbl HHGOPMAITMOHHON 06€30MaCHOCTH : Kypc JeKIul : yuebHoe mocobue / M3nanue
tpetbe / 'anatenko B.A. Ilox pen. Akagemuka PAH B.b. berenuna / - M. MHTYUT.PY
«UnuTepHet-yHusepcuteT Mudopmarmonnsix TexHnomoruii», 2006. - 208 ¢

Tabnuma 6. Pecypcsl nH(MOpMaIMOHHO-TEIEKOMMYHHUKAITMOHHOM ceTh «IHTepHeT»
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Ne HaszBanue pecypca
n/m Anpec pecypca

OnekrpoHHas 6ubanoreka AI'Y www.agulib.adygnet.ru

DnekTpoHHas oubnuoTeuHas cuctemMa www.biblioclub.ru

1
2
3 | Poccuiickas rocyiapcTBeHHas myoanuHas 6ubauoreka http://elaibrary.rsl.ru/
4

Poccuiickoe obpazoBanue: dhenepaibHbId 00pa3oBaTeNbHbIN OpTal. bubnuoreka.
http://window.edu.ru/window/library

Marepuaisl caiita http://cve.mitre.org/

Marepuans! caifra http://www.fsb.ru

Marepuans! caita http://rkn.gov.ru

5
6
7 | Marepuans! caiita http://fstec.ru
8
9

Martepuansl caifta http://minsvyaz.ru/ru

10 | Marepuansi caiira http://e-trust.gosuslugi.ru/ca

11 | Marepuansi caiira http://www.consultant.ru/

12 | UadopmaliuoHHble TEXHOJOTUM — MEPUOJUYECKOE HAyYHO-TEXHHUUECKOE
u3gaHue B 00JacTH MH(OPMALMOHHBIX TE€XHOJOIMH, aBTOMAaTU3MPOBaHHbIX
CUCTEM U UCHOJIb30BaHUS MHPOPMATUKHU B PA3INYHBIX IPHIIOKEHUAX

http://novtex.ru/IT/index.htm

13 | XBT.com - akrvaipHble HOBOCTH 3 cdepbl IT. 0030psl cMapTdhOHOB,
IUIQHIIIETOB, IIEPCOHAIBLHBIX KOMIIBLIOTEPOB, KOMIIBIOTEPHBIX

KOMILICKTYIOIIHX, IIPOIrPaAMMHOTI'O obecreueHus 1 H@DHd)GDHﬁHBIX VCTDOﬁCTB

https://www.ixbt.com/

10
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6. MeToanyeckue peKOMEHIAIUH MO JUCUUILTAHE (MOIYJIIO0)
Mertoanueckue peKOMEeHAauMy MPEno1aBaTEeNO MO MOArOTOBKE U MPOBEAEHUIO BY30BCKOM JIEKIUU.

TpaauIIMOHHO NOArOTOBKA BY30BCKOM JIEKIIMM CTPOUTCS II0 CXEME:

v\ ompeJeleHne [eM U3yUeHHs MaTepraa 1o JaHHOM TeMe;

v\ cocTaBJIeHHE IUIAHA U3JI0KEHUS MaTepHaa;

v\ ompeJeeHne OCHOBHBIX TIOHATUH TEMBI;

v' noabop OCHOBHOI JTUTEPATYPHI K TEME.

[Ipu moaroToBKe JeKIUKU HEOOXOAUMO YUUTHIBATh CIEAyIOIIEE:

1)  bonbiioe 3HaY€HHE UMEET BPEMEHHOE IUIAaHUPOBAHKUE KAXKA0M CTPYKTYPHOM YaCTH JIEKIIMH U
CTpOTO€ CJIEJIOBAHUE TAKOMY IIJIaHy.

2)  Heo0xoImMo MakCUMaIbHO MCTIOIB30BaTh COBPEMEHHBIE TEXHUYECKUE CPEJICTBA O0YUCHHS.

3) B ciyuae OTCYTCTBHSI TEXHUUECKUX CPEACTB O0YUYEHHSI pallMOHAIBHO YacTh N3y4aeMOoro
Marepuaia JaBaTh 4epe3 CXeMbl, HauepueHHbIC (JTydlle 3apaHee) Ha Jocke. CxeMbl HEO0X0 MO
HCIOJIb30BATh IS JYYIIEr0 YCBOCHHUS, OHH HECYT OOJIBIIYIO CMBICIIOBYIO HATPY3KY.

4)  OnpeaenuTs B MPOIECCE NOATOTOBKH JIEKIIMU OTACIbHBIE BOIIPOCHI U3y4aeMOM TEMBbI, KOTOPbIE

OyIyT mpearaTbCsl CTYAEHTaM ISl CAMOCTOSATEIbHOT'O U3YUECHHUSL.

7. ObecnieyeHue 00pa3oBaTeJbHOI0 MPOLECCA JISl JIUI ¢ OTPAHUYEHHBIMH BO3MOKHOCTAMM
310POBbSI 1 MHBAJIU/I0B

B xone peanuzariuy TUCHUILIMHBI UCIIOIB3YIOTCS CICAYIONINE AOTOTHUTEIbHBIE METOABI O0yYCHHUSI,
TEKYIIEro KOHTPOJS YCHEBAEMOCTH M MPOMEXKYTOUYHOH aTTecTalu 0OydaroluXcs B 3aBUCHMOCTH OT UX
MHIUBUAYaTbHBIX OCOOEHHOCTEH:

e I CJENBIX U CJIA00BUIAIINX:

- JIEKIIUH O(OPMIISIFOTCSI B BUJE AJIEKTPOHHOTO JOKYMEHTA, JOCTYIMHOT'O C MOMOIIbIO KOMIIBIOTEpPA CO
CIEIUATU3UPOBAHHBIM IIPOIPAMMHBIM 00CCTICUCHHUEM;

- TIMCbMEHHBIEC 3aJaHUsl BBINOJHAIOTCS HA KOMIBIOTEPE CO CHEHHAIM3UPOBAHHBIM MPOrPAMMHBIM
obecrieueHneM, WK MOTYT ObITh 3aMEHEHBI YCTHBIM OTBETOM;

- obecrieynBaeTCsl MHIMBUyalbHOE paBHOMEpHOE ocBenieHne He MmeHee 300 JItoKc;

- JUIA BBITIONHEHUS 3a/JaHusl TPU HEOOXOJMMOCTH MPEIOCTaBISIETCS YBEIMUMBAIOUIEE YCTPOICTBO;
BO3MOYHO TaKXe HCIIOIh30BaHHE COOCTBEHHBIX YBEIMYMBAIOIINX YCTPOUCTB;

- MUCbMEHHBIE 3a/1aHus1 O(POPMIISIFOTCS] YBEJTMUYEHHBIM HIPU(PTOM;

11




denepanbHOE rOCyIapCTBEHHOE OI0HKETHOE 00pa30BaTeIbHOE
YUPEXKICHUE BBICIIEr0 00pa30BaHUS

DI'6OY BO «AZBIreliCKUN rOCYAAPCTBEHHBIH YHUBEPCUTET»
«AI'Y»

Pabouas mporpamma JUCHUTUIAHBI (MOIYJIS)
CMK. OII-2/PK-7.3.3

- DK3aMeH M 3a4€T MPOBOMATCS B YCTHOH (opMe WM BBIOTHSIOTCS B NUCBbMEHHOW (opme Ha
KOMITBIOTEPE.

® IS TUIYXUX U CIA0O0CTBIIIANTNX:

- JIeKIuH 0hOPMIISFOTCS. B BHJIC 3JICKTPOHHOTO JOKYMEHTA, JTHOO MPEIOCTABIISETCS 3BYKOYCHIIHBAIOIIAS
arraparypa HHANBUAYAJIbHOI'O IOJIb30BaHUA;

- IMCbMCHHBIC 3aJlaHH BBITIOJIHAIOTCSA HAa KOMIIBIOTCPE B MUCbEMEHHOHU q)OpMC;

- 3K3aM€H U 3a4€T MPOBOJATCS B MMUCbMEHHOM (hopMe Ha KOMIIBIOTEPE; BO3MOKHO MIPOBEJCHHE B (hopMme
TECTUPOBAHUA.

e JUIA JIUI[ C HAPYLIEHUSAMHU OIIOPHO-IABUTATEIBLHOIO alllapara:

- JIGKIIMH O(OPMIISIFOTCSI B BHJE JICKTPOHHOTO JIOKYMEHTA, JOCTYITHOTO C MOMOIIBIO KOMITHIOTEpPa CO
CIICIMUAJIM3VUPOBAHHBIM ITPOIrpaMMHBIM 06ecnequI/IeM;

- IMKMCBMCHHBIC 3adaHWs BBIIIOJIHAIOTCA Ha KOMIIBIOTEPE CO CIHCHHUAIM3UPOBAHHBIM IIPOIrpaMMHBIM
o0OecIIeueHUuEM;

- 9K3aMeH M 3a4éT NpPOBOAATCS B YCTHOW (opMe WM BBIMOJHAIOTCS B NMHUCbMEHHON (opMe Ha
KOMITBIOTEPE.

HpI/I HeO6XOlII/IMOCTI/I npeayCcMarpuBacTCAa YBEIMUCHUC BPEMEHU JIA IIOATOTOBKH OTBETA.

[Ipouenypa npoBeneHUs: MPOMEKYTOUHOM aTTeCTallMK I 00yUYaOLIUXCsl YCTaHABIMBAETCS C YIETOM
UX UHIUBUAYaATbHBIX ICUX0pHU3nUYeckux ocodeHHocTel. [IpoMexyTouHas arTecranusi MOXeT IPOBOJUTHCS B
HECKOJIbKO JTaroB.

[Ipy npoBeneHMM TpOUEAYpbl OICHUBAHUS  PE3yJbTaTOB  OOydYeHHUS IpeaycMaTpUBaeTCs
HCIIOJIb30BaHUE TEXHUYECKUX CPEICTB, HEOOXOAMMBIX B CBSI3M C HMHIUBUAYAJIbHBIMH OCOOEHHOCTSMU
oOyyaromuxcsi. ITU CPeJCTBa MOTYT ObITh IPEJOCTaBICHBl YHUBEPCUTETOM, UM MOTYT HCIOJIb30BaThCS
COOCTBEHHbBIE TEXHUYECKUE CPEJICTBA.

[IpoBenenne mpouenypbl OLIEHWBAHUS PE3YIbTATOB OOy4YeHUS JOIMYCKAeTCs C HCIOIb30BAaHUEM
JMCTaHLIMOHHBIX 00Pa30BaTeNIbHBIX TEXHOIOTUH.

OGecrieunBaeTcst 10CTyN K MHPOPMAIIMOHHBIM U OnbIrorpaduieckum pecypcam B cetu MIHTepHET s
KaXJI0ro oOyuaromerocs B (opmax, aJanTHPOBaHHBIX K OrPAaHMYEHHUSM HUX 3J0pOBbS M BOCHPHUSTHS
nHpopMauu:

® JUIA CIICTBIX U CITa0OBUAIINX:

- B IeYaTHOW (pOpMe YBEINYECHHBIM HIPH(PTOM;

- B (hopMe 2IIeKTPOHHOTO IOKYMEHTA;

- B hopme ayanodaiina.

® s TIYXMX M CIa0OCIHbIIIAIINX:

- B Ile4aTHoO! popme;

- B (hopMe 2IeKTPOHHOT 0 JOKYMEHTA.

e s 00YYarOLUXCsl C HAPYLICHUSMHU OIOPHO-/IBUraTeIbHOTO arnmapara:
- B IIe4aTHoOU popme;
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- B (hopMe 2IeKTPOHHOTO IOKYMEHTA;
- B popme ayamodaiina.

VYdeOHble ayAUTOPUH sl BCEX BUJOB KOHTAKTHOM M CAMOCTOSITENIbHOW paboThl, HaydyHast OMOIMoTeKa
U WHbIE TOMEIIeHMs s 00y4eHHUs OCHAILEHBl ClIeHUaIbHBIM 000PYAOBAHHEM U Y4EOHBIMM MECTaMHU C
TEXHUYECKUMHU CpPeICTBaMU 00y4EHUS.

8. Marepua/jibHO-TeXHUYeCKOe obecneyeHue TUCHUMIIIMHBI (MOLYJ151)

JIexuMOHHBIE 3aHATUSA INPOBOMATCS B JIEKIIMOHHOW AayJUTOPHUH, OCHALIEHHOM IPE3EHTAllMOHHOMN
TEXHUKOH (MPOEKTOp, AKPaH, KOMIbIOTEP/HOYTOYK) M COOTBETCTBYIOIIMM IMPOTrPaMMHBIM 00€cIiedeHHEM
(LibreOffice, Microsoft Office 2010 Russian Academic OPEN, Microsoft Office Professional Plus 2010
Russian Academic OPEN).

JlaGopaTopHbIe 3aHATHUS MPOBOATCS B Ay IUTOPHH, PACCYNTAHHOM Ha 15 pabounx MecT, OCHAIEHHOM
MEPCOHANBHBIMU KOMIIBIOTEPAMH C YCTaHOBJIEHHBIM IporpaMMHbIM oOecneuenueM (Lazarus, Eclipse,
NetBeans, Visual Studio, PyCharm, IntelliJ Idea) u BeIx0o/10M B UHTEpHET.

['pynnoBble (MHIMBUIYyadbHbIE) KOHCYJbTAlMM TPOBOJSATCS B  ayJAUTOPUH, OCHAUIEHHOU
MEPCOHAIbHBIMA KOMITBIOTEpAMH C YCTAHOBJIGHHBIM TIporpaMMHbIM obecrieuenueMm (Lazarus, Eclipse,
NetBeans, Visual Studio, PyCharm, IntelliJ Idea).

Texymuii KOHTPOJIb, MPOMEXKYTOUYHAS AaTTECTallMsl TPOBOIATCS B ayAUTOPUH, OCHAUIEHHON
MEPCOHAIbHBIMA KOMITBIOTEpAMH C YCTAHOBJIEHHBIM TIporpaMMHbIM obecreuenueMm (Lazarus, Eclipse,
NetBeans, Visual Studio, PyCharm, IntelliJ Idea).

CamocrosiTenbHass paboTa MPOBOJAUTCS B KaOMHETE JUIsl CaMOCTOSITENIbHOW pabOThl, OCHALIEHHOU
KOMITBIOTEPHOU TEXHUKOH C BO3MOXHOCTHIO MOJKIIOYEHHs K ceTh «MHTepHeT», MporpaMMoil SKpaHHOIro
yYBEIMUYEHUS M OOECMEYEHHBIH JOCTYNOM B 3JIEKTPOHHYI0 HH(GOPMAIMOHHO-00Pa30BaTEIbHYIO Cpeay
YHUBEPCHUTETA.

IIporpamMmmHoOe oOecniedeHne, peKOMEHJA0BAHHOE /IS UCII0JIb30BaHus B AI'Y

OnepanvoHHbIE CUCTEMBI, TAKHUE KaK:
Ubuntu (https://ubuntu.com/download), Microsoft Windows 2000 Server CAL Russian,
Microsoft Win Starter 7 Russian Academic OPEN.
Bbpay3sepsl nocienHeil Bepcuu, Takue Kak:
Google Chrome (https://www.google.com/chrome),
Mozilla Firefox(https://www.mozilla.org/ru/firefox/new/)
BusyanpHele cpenibl IpOrpaMMHUpPOBaHUs, TAKHE KaK:
Lazarus (https://www.lazarus-ide.org/index.php?page=downloads),
Eclipse (https://www.eclipse.org/downloads/),
NetBeans (https://netbeans.apache.org/download/index.html),
Visual Studio (https://visualstudio.microsoft.com),
PyCharm (https://www .jetbrains.com/ru-ru/pycharm/download/),
IntelliJ Idea (https://www.jetbrains.com/ru-ru/idea/download).
[TakeTs! 0pUCHBIX MPHUIIOKEHU, TAKHE KaK:
LibreOffice (https://www.libreoffice.org/download/download),
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Microsoft Office 2010 Russian Academic OPEN,
Microsoft Office Professional Plus 2010 Russian Academic OPEN.
TexkcToBBIC PEIaKTOPHI, TAKHE KAK:
Notepad++ (https://notepad-plus-plus.org/downloads),
Latex (https://www.latex-project.org/get/).
I'paduueckuii 3D maker Blender (https://www.blender.org/download).
PactpoBsiit rpapuueckuii pegakrop GIMP (https://www.gimp.org/downloads).
Bexropusiii rpadpuueckuit penaktop Inkscape (https://inkscape.org/release/inkscape-1.0.2).
Cucremsl ynpapiieHus: 6a3aMu TaHHBIX, TAKHE Kak:
MySQL (https://www.oracle.com/ru/mysql/),
PostgreSQL (https://www.postgresql.org/download).
[TakeT mpuxmagHbIXx MaTemMaTudeckux nporpamm Scilab (https://www.scilab.org/download/6.1.0).
MexmnatdopmerHyro cpeny pazpadotku Unity (https://unity3d.com/ru/get-unity/download).
HuctpubyTus SI3BIKOB IIPOrpaMMHUPOBAHUS Anaconda
(https://www.anaconda.com/products/individual#Downloads).
Ha6op xommmisitopo GCC 7.4.0 (https://ubuntu.com/download).
@DaiiJIOBbIE MEHEHKEPHI, TAKME KaK:
Total Commander (https://www.ghisler.com/download.htm),
Double Commander (https://sourceforge.net/p/doublecmd/wiki/Download).
Konconpnbit daiinossiii Menemxep Far manager (https://www.farmanager.com/download.php?l=ru).
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9. JIucT perucTpanum u3MeHeHu

Howmep Howmepa nucros OcHoBaHue 1is Hata
HU3MEHE BHECCHU Ioamucy | Pacrmpposka Jara BBEJICHUS
HUS 3aMCHCHH HOBBIX AHHYJINPO U3MEHECHUS HOIHCH M3MCHECHHUSI
BIX BAHHBIX
1. 9-14 [IpuBenenue B | . e Kanuna M.U. 16.03.21 16.03.21
COOTBETCTBHE (/
droc
Anues M.B.
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